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SAMPLE TEST
Lesson 8
1. Describe the ECB mode. What are the problems with this mode ?

2. Describe the CBC mode.

3. What is an insertion attack for a SCS ?

4. Describe the PCBC mode.

5. Describe link-by-link encryption.
6. Compare hardware and software encryptions.

Lesson 9

1. Describe the redundancy of English by introducing the necessary concepts.

2. Define unicity distance and ideal secrecy.

3. What is the relationship between NP-completeness and cryptography ?

4. Sketch and describe the general schema for the 16-rounds of DES.

5. Describe some DES variants.

Lesson 10

1. Describe a meet-in-the-middle attack.

2. Describe triple encryption with two and three keys.

3. Describe the combination of multiple block algorithms.
4. Describe a linear congruential generator.

5. Describe the Geffe generator.

Lesson 11

1. Describe a birthday attack for a one-way hash function. When would this be possible ?

2. Describe the main loop of MD5.

3. Describe the use of RSA for one-way hashing.

4. Describe the knapsack problem and relate it to cryptography with an example.

5. Describe RSA together with encryption and decryption.

Lesson 12

1. Describe the discrete logarithm signature schema.
2. Describe the Diffie-Hellman algorithm.
3. Describe the Station-to-Station Protocol
4. Describe Multiple-Key Public-Key Cryptography
5. Describe how computing without revealing is possible with cryptography.

6. Describe the Bell-PaDula model together with two attack scenarios.

7. Describe the NRL-pump and give an example of its application.

Lesson 13

1. Describe the lattice model.

2. Describe the two kinds of separation of duty policy.
3. Describe the architecture of SWIFT.
4. Describe the encryption operation at an ATM ? What is the role of the terminal master key ?
