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Template for Project Description

1. Analysis

(Scope: identify the security problems and describe them carefully, analyze different solutions and identify the solution strategy for each problem)
a. Security problems

(Identify all the security problems involved, describe them carefully with possible scenarios of the system’s use. UML diagrams for use cases should be specified for each security problem.)
b. Attacks

(Describe possible attacks for each scenario of the system’s use.)
c. Alternative strategies
(Identify possible alternatives to solving each problem. Relate these to the identified attacks that can be avoided. Compare strategies if possible in order to identify the optimal one. )

d. Solution description
(Identify and describe the solution according to the principles in the course. Motivate why the chosen solution is better than others and explain clearly why do you think the solution is appropriate. 

Describe in detail every aspect of the solution: users, passwords, storage, encryption, policies, etc…)
e. Possible Security Holes

(Identify any possible security holes that the current solution cannot solve. What is the back-up plan in this case?)

f. Solution strategy and project plan

(Describe briefly how you are going to implement your solution and what can be the risks of project failure.)

2. Design

(Scope: Describe how the solution is going to be implemented through a software architecture. Following the object-oriented approach, design each component of the solution and how these interact with each other.)

a. Classes and Objects

(Identify the objects involved in the solution. Briefly describe how these are mapped onto the entities identified in the analysis step.)

b. Class diagram (or Design Model)

(Build in UML a class diagram that describes the relationships among the classes).

c. Classes description

(For each class, describe the attributes and the methods. For each method describe procedurally what is supposed to perform. Describe the security algorithms that are implemented in the classes.).

d. Sequence diagrams

(For a set of use cases, design in UML sequence diagrams where you explain how the different objects interact in the sequence of events.)

e. Component Diagram (or Implementation Model)

(Build in UML a component diagram that describes parts of the implementation model and their relationships)

f. Database Design

(Describe the database organization and how you are going to implement security solutions in it.)

g. Technological specifications

(Identify a developing framework and the programming language. Briefly describe the potentials of the framework and why you have chosen it according to your design strategy.)

